
� �

1
Group Companies in Japan with  
ISMS Certification
In Japan, a total of 91 companies have obtained ISMS certification. This 
number includes all major Group companies such as Ricoh itself and 
companies engaged in sales, service, logistics and manufacturing across 
Japan. In the three-year period following the Group’s unified certification 
in 2004, ISMS became an international standard—ISO 27001. The Ricoh 
Group realigned to meet ISO 27001 requirements in fiscal 2007 and 
implemented the RICOH Family Group Information Security Measures  
(RFG ISMeasures). Having conformed to the revised standard, Group 
companies underwent a renewal audit. This was carried out separately 
for each company and each organizational unit from August to November 
2007 across Japan. 
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n�Group companies outside Japan with ISMS certification (as of the end of FY 2007)

More Group Companies in Japan and 
Overseas Obtain ISMS Certification  

Focal Actions for Group ISMS and the State of Implementation 1:  
ISMS Certification

In this section, focal actions for Group ISMS and the status of implementation are explained. 
The Ricoh Group obtained unified certification in December 2004. 
The three-year renewal audit came due in fiscal 2007, during which time Group companies  
in Japan and overseas were re-audited for ISMS conformity. 

2) Daily management and continual improvement
Information security management becomes real only if it is translated  
into practical and consistent action by all employees in the course of their 
daily activities. The Ricoh Group makes sure that standards and rules are 
firmly in place and education and training programs are fully administered. 
To ensure that employees put them into daily practice, self-management 
by each employee, periodic checks by supervisors and audits by internal 
and external auditors are also carried out, and corrective actions are taken 
promptly for improvements. The effective use of the PDCA-based manage-
ment cycle by all levels of personnel from employees and managers to 
leaders and senior management results in continual improvement, which in 
turn enhances the level of security.

3) Company practices
Ricoh Group companies routinely use security products and solutions 
developed in-house, based on the firm foundations of information security 
management contributed to by all employees. Those products and 
solutions are intended for customers to solve a broad range of issues that 
obstruct the creation of a secure enterprise. Company practices allow 
verification of the product and service utility and allow Ricoh to incorporate 
any needed improvement before delivery to customers.

Delivery of New Value to Customers through 
Efforts to Boost Security
The Ricoh Group is working to foster an “information security culture” of 
the highest level through participation by all employees, daily management 
and continual improvement and company practices. 

With these actions as the basis, it strives to fully enforce risk manage-
ment with the goal of fulfilling its corporate social responsibility. For cus-
tomers, these actions also yield new value in the form of strategic products 
and systems, consulting and know-how.

1) ISO/IEC 15408 certification
To further gain customers’ trust, stepped-up efforts are being made to 
obtain certification by a third-party organization for security features of 
strategic products including digital MFPs and printers.
2) Information security solutions
Through the delivery of information security solutions, the Ricoh Group 
assists customers in problem solving and innovation that enable secure 
and efficient task handling. It builds up know-how gained from company 
practices and, upon confirmation of their utility, passes the know-how on 
to customers as proposals and solutions.    

Integration with Other Management Systems
At the Ricoh Group, we believe that, to quickly respond to internal and ex-
ternal changes, information security should be administered and managed 
by incorporating appropriate management measures and processes into 
day-to-day business operations. This principle was put into practice when 
the Personal Information Protection Act came into effect in April 2005. 
Changes induced by the act as well as IT control-related changes and new 
elements in conformance with the Sarbanes-Oxley Act of the United States 
and the Financial Instruments and Exchange Law of Japan have been 
dealt with in an integrated manner based on a single, unified management 
system, rather than as individual changes and additions. 
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Group Companies Overseas with  
ISMS Certification
Overseas, 20 companies were newly certified during fiscal 2007.  
Highlights included the certification obtained for the first time by sales 
companies in North and Latin America including Ricoh Americas Corpora-
tion. This brought the total of companies certified for ISMS to 46, as of the 
end of fiscal 2007. The Ricoh Group will continue to shortlist organizations 
requiring certification by a third-party organization.
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Ricoh Europe
Ricoh Europe Netherlands 
Ricoh Belgium
Ricoh Europe SCM
Ricoh France
Ricoh Hungary
Ricoh International
Ricoh Nederland
Ricoh Polska

Ricoh UK
Lanier (Switzerland)
NRG Belgium
NRG Benelux
NRG Deutschland
NRG International 
NRG Italia
NRG Rex-Rotary
NRG Group Spain

Ricoh Asia Industry
Ricoh Express
Ricoh Imaging Technology
Shanghai Ricoh Digital Equipment
Shanghai Ricoh Facsimile
Shanghai Ricoh Office Equipment
Ricoh Elemex
Ricoh International Logistics

Ricoh Australia

Ricoh Electronics
Ricoh Americas Corporation (GA)

Ricoh Canada

Ricoh Americas Corporation (NJ)

Ricoh Latin America
Gestetner do Brasil
Lanier de Chile
Ricoh Argentina
Ricoh Colombia
Ricoh Costa Rica
Ricoh Mexicana
Ricoh Puerto Rico
Ricoh Distribution Center

Ricoh UK Products

Ricoh Industrie France

NRG Gestetner South Africa 

Ricoh Software Research Center

Ricoh Hong Kong

Ricoh Asia Pacific

*The corporate names used above are those in effect at the time of the 2007 assessment.
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