
The Ricoh Group regards 
information security as 
indispensable in fulfilling its 
corporate responsibility.

Information Security

Information forms the basis of the 
Ricoh Group’s business; our Cor-
porate Social Responsibility (CSR) 
Charter clearly states that “Every 
company in the Ricoh Group will 
take responsibility for managing 
and safeguarding its own informa-
tion and that of its customers.” We 
are committed to offering custom-
ers reliable products and services 
to gain their absolute confidence. 
And every employee of the Ricoh 
Group is committed to the informa-
tion security system.

Progress of Information Security 
Activities

● Activities started in January 2003

The Ricoh Group’s information manage-

ment system is focusing on global infor-

mation security management and imple-

menting and operating a system to manage 

personal information. These activities 

started in January 2003. At the meeting to 

announce the Group’s policy for that year, 

the President declared the Group’s com-

mitment to implementing an Information 

Security Management System (ISMS). 

This was the start of our information se-

curity activities.

● Framework of the Ricoh Group

The Ricoh Group established its ISMS 

system and process based on ISO/ 

IEC177991 to manage personal informa-

tion (CP: JISQ150012) comprehensively. 

The figure below shows the relationship 

between the ISMS and the compliance 

program (CP) to manage personal infor-

mation.

● Implementing the system

At the beginning, official ISMS certifi-

cates such as a privacy-mark3 were to be 

given only to related divisions. However, 

loss of personal information occurred in 

2003, which led to a review of the 

Group’s ISMS implementation policy in-

cluding restructuring of the personal infor-

mation management system of the entire 

Group. Purposes of the review are (1) 

maintenance and improvement of the uni-

formity of the Group’s security level, (2) 

promotion of thorough management and 

auditing in day-to-day business, and (3) 

economical and efficient operation. In or-

der to achieve those three goals, the Ricoh 

Group is: (1) awarding ISMS unified cer-

tificates, (2) implementing a generalized 

management system, and (3) strengthen-

ing its internal auditing.

1. ISO/IEC17799: International standards for information se-
curity management systems

2. JIS Q 15001: Requirements of the compliance program re-
garding personal information protection

3. Privacy-mark: A system established by the Japan Informa-
tion Processing Development Center (JIPDEC) to certify 
privacy information protection

Framework of Information 
Management in the Ricoh Group Coverage of ISMS Structure
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• Ban on use of information 
for any purpose other 
than that stated
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JIS Q 15001
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System of Implementation

● Double-system management

The figure below shows how the system is 

being implemented in the Ricoh Group. A 

Chief Information Security Officer 

(CISO), a Chief Privacy Officer (CPO) in 

charge of customer information manage-

ment, and a CPO in charge of employee 

information management were appointed 

under the CEO to oversee implementation 

of the activities for the entire Group. Sub-

ordinate organizations are established to 

manage information classified into 

groups, functions and regions, customer 

information, and employee information. 

An organization to implement ISMS/CP is 

created under each of these organizations.

Plan of Activity and Progress

● Triple-phase promotion

The Ricoh Group divides activities into 

three phases to complete the unified ISMS 

certificate as follows.

First phase: The Ricoh Group establishes 

standards and rules and prepares tools for 

risk assessment and education through ac-

tivities led by the pilot division to estab-

lish ISMS and CP as well as obtain certifi-

cates, while making information security 

management activities known to everyone 

in the Group without exception. As a re-

sult, three internal organizations and four 

subsidiaries of the Group have obtained 

ISMS certificates by January 2004. The 

Ricoh Group is also improving the e-

learning environment to make education 

on ISMS and personal information protec-

tion available to all employees.

Second phase: In order to obtain the uni-

fied ISMS certificate in December 2004, 

the Ricoh Group is implementing a glo-

balized management system, standards 

and tools, and training for internal audi-

tors.

Third phase: The purpose of this phase is 

to extend the activities to the Group com-

panies outside Japan. The Ricoh Group 

has finished preparing teaching materials 

and tools in English and started imple-

menting ISMS at a pilot company.

● Key points in the management system

As a member of the expanding informa-

tion society, the Ricoh Group believes that 

it is important not only to promote effec-

tive use of information, but also to win the 

trust of society. In ISMS and personal in-

formation management, it is important to 

encourage the use of information, while at 

the same time strengthening information 

security. It is our aim to educate all em-

ployees to observe standards and rules in 

their daily management tasks, raising the 

security level in a continuous process of 

improvement. The Ricoh Group will con-

tinue to advance in its information securi-

ty activities to heighten its corporate val-

ue.

Relationship Between the System for Implementing ISMS and the Generalized Personal Information Management System

CEO

Committee on General Information Security Management System (GMS)
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